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ESE and complex inter-organizational
Interactions

* “The term enterprise has been defined as follows:

1. One or more organizations sharing a definite mission, goals, and objectives
to offer an output such as a product or service. (ISO 2000);

2. An organization (or cross organizational entity) supporting a defined
business scope and mission that includes interdependent resources
(people, organizations and technologies) that must coordinate their
functions and share information in support of a common mission (or set
of related missions). (CIO Council 1999);

3. [..]”
http://www.sebokwiki.org/wiki/Enterprise Systems Engineering
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System architecture and system requirements

e SEBoK: “The solution architecture has features, properties, and
characteristics satisfying, as far as possible, the problem or opportunity
expressed by a set of system requirements (traceable to mission/business
and stakeholder requirements) and life cycle concepts (e.g., operational,
support) and are implementable through technologies (e.g., mechanics,
electronics, hydraulics, software, services, procedures, human activity). ”

e System requirements are all of the requirements at the system level that
describe the functions which the system as a whole should fulfill to satisfy
the stakeholder needs and requirements, and is expressed in an
appropriate combination of textual statements, views, and non-functional
requirements; the latter expressing the levels of safety, security, reliability,
etc., that will be necessary.
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Objectives

e Understand ES architecture concerns for complex scenarios:
e Data Lakes
* Internet of Things (IoT) or Industry 4.0 (i.e. Industrial loT)
 Blockchain/distributed ledger applications

* Relate them to concrete pieces of (current) technology.



Application/
Integration

* Enterprise Application
Integration Components

*Custom Application
Development

* Services Definition
*Process Alignment

* Services/Event
Architectures

Information/Data

*Data Integration

*Data Architecture

*Master Data Mgmt

*Metadata Mgmt

* Data Delivery
Architecture

*Dashboards & Analytics

*Business Intelligence

* Enterprise Reporting

*Corporate Performance
Mgmt

*Data Modeling

* Data Quality

*Content Mgmt

Technical/
Infrastructure

* Servers

*Networks

*Telecom

*Operating Systems
*Deskiop

*Middleware

* Database Infrastructure
* Secunty

* Storage

*Other hardware

EA Domains and Sub Domains

Business
Architecture

* Business Requirements
*Business Rules
*Organization Structure
*Critical Success Factors
*Business Process
Design & Modeling
*Mission /Vision




Enterprise- The Open Group Architecture Framework (TOGAFTM)

developed Generalised Enterprise Reference Architecture and Methodology (GERAM)
Frameworks Reference Model of Open Distributed Processing (RM-ODP)

Guide to the Enterprise Architecture Body of Knowledge (EABOK)

Commercial Integrated Architecture Framework (IAF)

Frameworks Zachman Framework

Architecture of Integrated Information Systems (ARIS)
OBASHI Business & IT methodology and framework (OBASHI)

Defence Command, Control, Communications, Computers, Intelligence,

Industry Surveillance, and Reconnaissance (C4ISR)

Frameworks Department of Defence Architecture Framework (DoDAF) and Technical Reference Model (TRM)
NATO Architecture Framework (NATO)

Technical Architecture Framework for Information Management (TAFIM)

Joint Technical Architecture (JTA)

UK Ministry of Defence Architecture Framework (MODAF)

Department of National Defence and the Canadian Forces Architecture Framework (DNDAF)
France DGA Architecture Framework (AGATE)

International Defence Enterprise Architecture Specification (IDEAS)

Government Federal Enterprise Architecture Framework (FEAF)

Frameworks Government Enterprise Architecture (GEA)

Treasury Enterprise Architecture Framework (TEAF)

European Interoperability Framework (EIF)

NIST Enterprise Architecture (NIST)

Treasury Information System Architecture Framework (TISAF)
Standards and Architectures for eGovernment Applications (SAGA)

Other Extended Enterprise Architecture Framework (E2AF)
Frameworks Spewak's Enterprise Architecture Planning (EAP)
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https://www.forbes.com/sites/jasonbloomberg/2014/08/07/enterprise-architecture-dont-be-a-fool-with-a-tool/
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Time for agile?
Role of Enterprise Architect in SAFe
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Enterprise data categories

* Master data: main data entities. ,
* Transaction data.
* Analytic data.




What is Master Data Management (MDM)?

Figure 1. Magic Quadrant for Master Data Management Solutions

ABILITY TO EXECUTE

COMPLETENESS OF VISION
Source: Gartner (Ociobor 2017)

As of August 2017

“MDM delivers business value
straight to your bottom line by
providing a trusted, relevant and
accurate view of your business-
critical master data across your
applications and analytics.



Requirements for data

* Data governance and traceability

* Applying ML, analytics, Bl

* Information traceability and consistency

* Centralized management for quicker adaptation



Logical view of a Data Lake
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Physical architecture (Hortonworks)
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'ambda architecture (processing part of a
Data Lake)
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Principles of lambda architecture

* Fault-tolerance

* Immutable data. Availability

e Recomputation from raw data.

e Usually availability is chosen
against consistency.

Partition
tolerance



Physical versus logical
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Kappa architecture
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The 4 Stage loT Solutions Architecture

n End-to-End, Proactive, Open, Extensive, Advise, Transform,
Defense-in-depth Partner driven If_j Integrate, Operate, Manage

y Security & Ecosystem Services

Stage 1 Stage 2 Stage 3 Stage 4
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loT and protocol stacks

HTML, XML, JSON

A s




Sub-GHz i-Fi Bluetooth

Physical Layer Standard 802.15.4 Proprietary / 802.15.4g 802.11 802.15.1
Application Focus Monitoring & control Monitoring & control Web, email, video Cable replacement
Battery Life (days) 100 - 1,000+ 1,000+ 05-5 1-7
Network Size 100s to 1,000s 10s to 100s 32 7

Bandwidth (Kbits/s) 20 - 250 0.5 - 1,000 11,000+ 720

Range (meters) 1-100+ 1 -7,000+ 1-30+ 1-10+
Network Architecture Mesh Point-to-point, star Star Star

Optimized For Reliability, low power, Long range, low power, low Speed : m :fi‘::::e

low cost, scalability cost




Specific loT patterns

5.4 Device Wakeup Trigger

Aliases: Update Trigger, Device Triggering

Context: You have a Constrained Device or Semi-Constrained Device that is Lifetime Energy-Limited
or Period Energy-Limited and operates in a Low-Power or Normally-Off mode. You have a backend
server where the device is registered, i.e. its identity and other metadata is known to the server. From
time to time you have a situation where you want to immediately contact the sleeping device. For ex-
ample, this could be the case if a critical security fix has to be applied, if you need current sensor val-
ues or send commands for one-off time critical situations, or if the device has been lost or stolen and
you want to use REMOTE LOCK AND WIPE immediately.

. Problem: Some devices might go into a sleep mode to conserve energy and only
a wake up from time to time to reconnect to the network. During sleep, they are not

reachable on their regular communication channels. In some instances, other
components might have to contact sleeping device immediately.

. 7

* http://www.iaas.uni-stuttgart.de/RUS-data/INPROC-2016-46%20-%20Internet%200f%20Things%20Patterns.pdf
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Introducing new requirements

Do you even need Blockchain?

Do youneed a

database?

Does it require

shared write access?

Are writers known
and trusted?

Are writers’ yes

interests unified?

Do you want/need to

don't use blockchain

use a trusted 3rd
party?

Do you need to
control functionality?

Do you want
transactions to be
private or public?

private

use a public blockchain

Where is consensus \imra firm
determined? /

inter firm

A

use a hybrid blockchain

9

use a private blockchain




Understanding consensus: RAFT

* http://thesecretlivesofdata.com/raft/
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. Transaction

Hyperledger-fabric model
T ....(defining contracts)
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Transaction .
(invoking contracts) I

Ledger

Permissioned system; strong identity management

Distinct roles of users, and validators

Users deploy new pieces of code (chaincodes) and invoke them through deploy & invoke transactions
Validators evaluate the effect of a transaction and reach consensus over the new version of the ledger
Ledger = total order of transactions + hash (global state)

Pluggable consensus protocol, currently PBFT & Sieve




